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Spoofing and Phishing — FBI

Email Safety

The best thing you can do to deter cybercriminals in Outlook is to utilize the Spam filter. This
moves messages you deem as "unwanted" into the Spam/Junk folder, and it also reports the sender
to Microsoft as a questionable sender. Future messages from the sender address will be moved in
the Spam/Junk folder. With the message open, in Outlook click on the "Home" Tab, click on the
Junk/Spam icon for the drop down menu, and click Block Sender. You will also see there is a choice
for adjusting "Junk E-mail Options", these are additional settings that let you tweak your Junk mail
preferences. 

https://www.ttu.edu/cybersecurity/lubbock/digital-life/digital-identity/scams-spam-phishing-spoofing-pharming.php
https://www.ttu.edu/cybersecurity/lubbock/digital-life/digital-identity/scams-spam-phishing-spoofing-pharming.php
https://www.fbi.gov/how-we-can-help-you/safety-resources/scams-and-safety/common-scams-and-crimes/spoofing-and-phishing
https://kb.gracechurches.org/uploads/images/gallery/2023-03/image-1679503981179.png


If you accidentally mark something as spam that you didn't mean to, you can navigate to your Junk
Email folder and find the email you accidentally moved. Right click it, mouse to Junk, and then
choose an appropriate action. For example you can unblock the sender if you blocked them by
accident. Once you are satisfied with the options, you can click Not Junk to move the email out of
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the Junk folder.

Sender Address Example

You can always "fact check" an email sender if you catch something unusual with the email.
Do this by looking specifically at the sender address. For example, if their email address
domain doesn't end in gracechurches.org, graceohio.org, or gracegeorgia.org, then the
email was definitively sent from outside of our organization. Take a look at the below
example of the sender address for Amazon:
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NEVER EVER open any attachment in an email originating from outside that you don't
recognize. This attachment is very likely designed to compromise your computer and cause
very bad things to happen. 
v v v

For this very reason, we don't allow ZIP files to be sent/received via email in our tenant since
malware in a ZIP file can easily mask itself from antivirus scans and avoid malicious
detection. If you or someone you know is trying to send several files to the other person,
look into using cloud storage like OneDrive or Google Drive to share files from there.
Reference our Sharing guide for OneDrive and SharePoint if you need to share several files:
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https://kb.gracechurches.org/books/sharepoint-onedrive/page/share-links-with-non-staff-users

