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e Scams - Spam, Phishing, Spoofing and Pharming




Scams - Spam, Phishing,
Spoofing and Pharming

Learn more about Online Scams:

e Scams - Spam, Phishing, Spoofing and Pharming | Be in Charge of Your Digital

Life | Cybersecurity Awareness Program: Lubbock | TTU

e Spoofing and Phishing — FBI

Email Safety

DON'T DO
—————————— Forwarded message —-———- 'H Is,
Subject: Amazon ’

Please can you order a 5100 Amazon e-gift card for me, I'll submit the refund request tomorrow when I’'m back in the office.

330.666.8341
www.graceohio.org

The best thing you can do to deter cybercriminals in Outlook is to utilize the Spam filter. This
moves messages you deem as "unwanted" into the Spam/Junk folder, and it also reports the sender
to Microsoft as a questionable sender. Future messages from the sender address will be moved in
the Spam/Junk folder. With the message open, in Outlook click on the "Home" Tab, click on the
Junk/Spam icon for the drop down menu, and click Block Sender. You will also see there is a choice
for adjusting "Junk E-mail Options", these are additional settings that let you tweak your Junk mail
preferences.


https://www.ttu.edu/cybersecurity/lubbock/digital-life/digital-identity/scams-spam-phishing-spoofing-pharming.php
https://www.ttu.edu/cybersecurity/lubbock/digital-life/digital-identity/scams-spam-phishing-spoofing-pharming.php
https://www.fbi.gov/how-we-can-help-you/safety-resources/scams-and-safety/common-scams-and-crimes/spoofing-and-phishing
https://kb.gracechurches.org/uploads/images/gallery/2023-03/image-1679503981179.png
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Optional settings

Options  Safe Senders Safe Recipients Blocked Senders  International

E‘_il Qutlook can move messages that appear to be junk email into a
special Junk Email folder.

Choose the level of junk email protection you want:

O Mo Automatic Filtering. Mail from blocked senders is still moved
to the Junk Email folder.

(

[

Lai)

JHigh: Most junk email is caught, but some regular mail may be
caught as well. Check your Junk Email folder often.

[:J Safe Lists Only: Only mail from people or domains on your Safe
Senders List or 5afe Recipients List will be delivered to your
Inbox,

|:| Permanently delete suspected junk email instead of moving it to
the Junk Email folder

Warn me about suspicious domain names in email addresses,
[recommended)

oK Cancel Apply

) Lowe Move the most obvious junk email to the Junk Email folder.

Optional Settings:
Feel free to try them if
Yyou are receiving a lot

of unwanted outside
email. If you choose a
High level of protection
or something similar,
you may need to keep
an €ye on your Spam
folder for false spam
detection (i.e. an
important email being
sent to junk)!

If you accidentally mark something as spam that you didn't mean to, you can navigate to your Junk
Email folder and find the email you accidentally moved. Right click it, mouse to Junk, and then
choose an appropriate action. For example you can unblock the sender if you blocked them by
accident. Once you are satisfied with the options, you can click Not Junk to move the email out of


https://kb.gracechurches.org/uploads/images/gallery/2023-03/image-1679505572577.png
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the Junk folder.
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You can always "fact check" an email sender if you catch something unusual with the email.
Do this by looking specifically at the sender address. For example, if their email address
domain doesn't end in gracechurches.org, graceohio.org, or gracegeorgia.org, then the
email was definitively sent from outside of our organization. Take a look at the below
example of the sender address for Amazon:
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NEVER EVER open any attachment in an email originating from outside that you don't
recognize. This attachment is very likely designed to compromise your computer and cause

very bad things to happen.
VVV

message. html
4 KB

‘« some invoice.html V‘ «

4 KB

- « scary.html

4 KB

For this very reason, we don't allow ZIP files to be sent/received via email in our tenant since
malware in a ZIP file can easily mask itself from antivirus scans and avoid malicious
detection. If you or someone you know is trying to send several files to the other person,
look into using cloud storage like OneDrive or Google Drive to share files from there.
Reference our Sharing guide for OneDrive and SharePoint if you need to share several files:
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Share Links with Non S... | Grace Church KB (gracechurches.org)



https://kb.gracechurches.org/books/sharepoint-onedrive/page/share-links-with-non-staff-users

